Staying Safe ()&

The Shalom Netwark

camphill

Online

We are using easy words and
pictures in this accessible
information



Acknowledgements

All the contents of this booklet were produced

in collaboration with Camphill Village Trust &

The Shalom Network during a Digital Inclusion

project, managed by FVAF and funded by The
Barnwood Trust.

Those involved included:
FVAF - Alex Digby

Camphill Village Trust — Janet Hawkins, Jenny

Rijk, Douglas Corbin, Tudor Troop & John
Hughes

The Shalom Network — Miriam Goldby & Rhys
Thompson

Photos are from Photosymbols.com



Comic Strips Contents

Being safe using 3
passwords
clicky () Safety information on 8
"fy links & attachments

Mobile Phones 1 3

Spam, scam & junk mail 20

How can you check if a 2 2
website is safe

S How can | shop online
N safely? 2 3




Comic Strips Contents

What is Facebook? 2 6
Sharing personal 2 7
information on Facebook?

Should we accept 28
friends on Facebook?

Having a conversation 29
on Facebook

Sharing your photos on 30
Facebook?




Easy Read Contents

Personal Information

A :
s ¢'¢ Back up important data
=== Cloud é

Screen locks

Strong passwords

Keeping passwords safe

"t | Different passwords

*
»
*
*

Passwords

N O O AN



Easy Read Contents

b T

2 levels of security
App

- Update your software

B3 Unexpected phone calls
e Android phone security
settings
Settings
You Tube

10
11

12
14
15
19



Easy Read Contents

Scams

Safe Wifi

((¢ Bluetooth connections

How to use Facebook

How to use Facebook
Messenger

21
24

25
31
38



Personal Information

It is important to keep your personal
information safe.

Do not share your personal
information with everybody

Only share your personal information
with people who need to know like
your parents/Carers/very close friends

Keep your personal information private
on Social media sites like Facebook,
Twitter & Instagram
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Back up important data §L
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It is important to back up the data
(information) on your tablet / iPad /
Phone / Laptop computer regularly.

Sy

Get it back

This means that if you lose the
information, you can get it back.

You can also use an external hard drive
if you are using a laptop computer

| Cloud

You can have a One Drive account with
Microsoft or an | Cloud account with
Apple products. This means your data
(information) is stored in the Cloud.
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Screen Locks

=t ﬁﬁémaum
=3 Bl 8
: Important % a""

o () I8

It is important to have a screen lock on
your tablet / iPad / Phone / Laptop
computer.

9583617

A screen lock is a series of numbers
or a pattern

or face recognition.

This means that no one else can use
it because they do not know the
Passcode.

It helps to keep your tablet / iPad /
Phone / Laptop computer safe
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Strong Passwords

Priesccses

Peiseessse Presssses

We have to use passwords for lots of
things on the Internet.

Peecssse

~

B, 1O
| CONFIDENTIALL

. -~ VAW

123456XABCdef

It is important to decide what your
passwords are and to keep them
private/confidential.

Do not use words or numbers
that are easy to guess

Choose your passwords carefully and
make sure they are something you
can remember.

Do not share your passwords with
anyone else.

They are private to you.
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Keeping Passwords Safe

Do not share your passwords with
anyone else.

Pciessssee

You could keep them written down
somewhere safe.

C-()()glt‘
P(jeecccee

You can store your passwords in your
web browser on your devise

You can save them in a Password file
on your device.

But you will need to remember the
main password to get to this file
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Different Passwords | o~

Passwords

' Different
Import;nt m

Passwords

It is important to have a different
password for each account

O%0

Different Ak k] Kk ok x

******20*

Important accounts must have
different passwords

123456

ABCdef

Do not use words or numbers
that are easy to guess

C.nngle:

.-—\l X
1 search
Y

Some websites do let you reset your
password if you really can not
remember it
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2 Levels of Security o

(Known as 2 Factor Authentication)

2 -

3

....

2 Levels of Sec-l:l}ity

Coogle

L search
{ search |

You maybe asked for 2 levels of
security checks to make sure it is you
when you go on the Internet or use a

website.

Often a code is sent to a different
device or phone you have.

This happens to make sure it is really
you who is trying to access that
account

Sometimes you may be asked to
download a 2 Factor Authentication
app to do this.

Ask Support of your parents if you
need help with this.
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Anti Virus Software

Anti virus software keeps your tablet /
iPad / Phone / Laptop safe and clean
from nasty bugs that can infect your

device.

-y

2023 4% 2024
iy s

Some Anti virus software is free and
there is other anti virus software that
you can pay a yearly subscription for

It is important to keep your tablet /
iPad / Phone / Laptop safe and clean -

So keep it updated regularly

Ask your family or support for more
advice and help with making sure you
have the right protection for your
device

Pg 11




Update your Software QM

[P

It is important to keep your tablet /
iPad / Phone / Laptop computer
software updated regularly

This can be set up to do automatically,
this will mean that your device is
always working to the best it can do.

You can also update it yourself.

Ask for support and help if you are not
sure how to do this.

Pg 12
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Unexpected Phone Calls

& Texts

Be aware of unexpected phone calls or
text messages.

Sometimes these can be scams.

Only answer a call or respond to a text
if you know who is contacting you.

If you do answer a phone call and you
ido not know who the person is or what
they are saying, politely end the call.
Then speak to someone you know and
trust.

If you do not know the person
ringing or sending a message, do not
answer and find someone you trust

to talk to.
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A scam is a name that describes a

dishonest business or scheme that

takes money or other goods from

people who are unaware of what is
happening.

It is important to be careful to watch
out for Scams.

It is important to watch out for
unusual emails, text messages and
phone calls.

If you think something does not look
nor feel right, do not answer the
message and find someone you

trust to talk to.
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Safe Wifi

—
“

—
O

Pgeecccee

Safe Wifi means that it is protected
from anyone using it and it often needs
a password to access it.

You will need the Wifi password to be
able to use the Wifi at home or in
another house or building.

Public Wifi is not a safe Wifi, because
anyone can use it and it is not
password protected.

Pcievecsee

Be careful and check that you are
connecting to a safe Wifi connection.
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Bluetooth Connections \ (<'

A Bluetooth connection is where one
device can talk to another, without a
cable.

Bluetooth sends out a signal to the
other device.

It is useful to have a Bluetooth
connection if you want to use

'é) wireless headphones, speakers or a
| ’r printer
' @

5, Ut s In settings on your phone, tablet or
iPad there is a section where you can
, gl O Sluctooth N
Settings ek turn the Bluetooth on or off.
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How to use Facebook?

camphill
village
tru

The Shalom Network

2. Facebook is one of a few

1. This is Facebooks logo different types of Social Media.

- el
3. To be able to use Facebook 4. This is the Home page on
you need to first set up an your account. You can have a
account. white or a black background.
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How to use Facebook?

camphill
village
tru

The Shalom Network

n Give Feedback

Settings & Privacy
Help & Suppont

Dark Mode

Switch to Gassic Facebook

©O ~ © &

“,’ Log Out

5. Your Name will be here and 6. One of the most important

also the number of friends you things is to make sure your
have linked with. Facebook account stays secure.

) s Peatack Settings & privacy
£  Settings & Privacy > Settings
o Help & Support
Language
€ DarkMade
° Switch to Gassic Facebook Privacy Checkup
Privacy Center
B LlogOut

Activity log

8. Then click on the ‘Privacy’
options and check and change
them as you need to, to make

them secure.

7. To check and change these,
click on the ‘Settings’ options.
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How to use Facebook?

camphill
village
tru

The Shalom Network

Work and education

Places lived

Contact and basic info

Family and relationships

Details about you

. + Add to story # Editfrofile v
Life events

9. You can personalise your 10. You can upload a photo on
profile. Be careful not to put your home page.

private information on it.

About Friends Photos Videos Check-i

Sports
Music

Movies

TV shows

Books

.} but Friends Photos Videos Check-ins More v

12. Following other peoples

11. The Facebook timeline Pages: You can follow other
shows all your activity on pages. Like local activities,
Facebook including photos. celebrities, bands,& sport
teams.
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How to use Facebook?

Sports

Music
Movies
TV shows
Books
Likes

Events

13 Be careful when following
other people's pages. Make
sure the pages have been
checked to be real.

Create post

_—

o’ & Friends v

M/hat's on your mind,

Add to your post

15. Be careful what you post

and keep it to general interests.

Do not give out personal
information.

R voLuy, e,

oo RG

The Shalom Network

camphill
village
tru

Default audience

Public

Anyone on or off Facebook

Friends
Your friends on Facebook

14.You can put things on
Facebook this is called Posting.

It is wise to only post to Friends
not the whole world.

Friend Requests

1 mutual friend

Confirm Confirm Confirm

Remove Remove Remove Remove

16. Friends: you can invite or
accept people to be friends with
on Facebook. It is wise to stick to
people you know who are friends
in real life.
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How to use Facebook?

Friends

All friends

&«

Q, Search friends

84 friends

3 mutual friends

13 mutual friends

9 mutual friends

17. It is wise to only connect on
Facebook with people you
already know. Family & Friends.

You will see people's
peop

news here.

19. Newsfeed: Your newsfeed

is yours; You will see posts from

your friends and the pages you
have liked.

SO,

oo RG

Aenoy o0

The Shalom Network

camphill
village
tru

A kind hearted person

WO

“  You can share

 videos or watch I+

other people's =
videos

1l 0:03/300 ————————_—_—

18. Videos & Photos: You can
share photos and videos.
Be careful what you share
and make sure that you have
the consent from others who
are in your photos.

@ Feeling/activity

Live video IN\§ Photo/video

20. Facebook Status: This is
where you can update friends
with your news.
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How to use

Facebook @
Messenger e

21. Facebook messenger is a 22. To send a message, press

chat feature, where you can the Messages button. Then
send messages to your friends. type your message to them.
[ ™

' 72 |

\
23. You can also make voice 24. You can also do this
and video calls on Messenger. through the Messenger App
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Contact Us

123 4567
1 2 3
= 9 €

D ¢ ¢

Forest Voluntary Action Forum (FVAF) - Alex Digby
Email: community@fvaf.org.uk

Phone No: 01594 822073

Website: www.fvaf.org.uk

Camphill Village Trust — Janet Hawkins
Email: janet.hawkins@cvt.org.uk

Phone No: 01594 516246

Website: www.camphillvillagetrust.org.uk

The Shalom Network — Miriam Goldby

Email: miriamgoldby@theshalomnetwork.org.uk
Phone No: 07375 395036

Website: www.theshalomnetwork.org.uk

We hope to hear from you.....

We would like to thank The Barnwood

Trust, FVAF, Camphill Village Trust &
Le\agé; The Shalom Network for their help in
. o producing this document
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